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- NemoClaw is NVIDIA’s open source stack, launched at GTC 2026 in March 20
that wraps OpenClaw and other autonomous coding agents in policy-based priva
and security controls via a runtime called OpenShell

- The core technical innovation is out-of-process policy enforcement: guardrails 
live outside the agent itself, so a compromised or hallucinating agent cannot ove
its own constraints

- Three pillars: a sandbox for isolated execution, a policy engine enforcing
filesystem/network/process-layer constraints, and a privacy router that keeps sen
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data local unless policy permits cloud routing

- Healthcare is arguably the most important vertical for this technology given HI
42 CFR Part 2, state-level privacy laws, and the specific attack surface created by
long-running agents with access to live PHI

- Key watch items: enterprise adoption by IQVIA (150+ deployed agents across 1
the top 20 pharma companies), integration with Cisco and CrowdStrike security
stacks, and Apache 2.0 open source licensing that collapses the startup infrastru
cost

- Near-term healthcare application surface includes RCM automation, prior auth
clinical documentation, payer-provider data exchange, and population health an
running as always-on agents rather than point-in-time queries

The healthcare AI conversation has been stuck in a weird loop for a few years no
Everyone knows the ROI is real. The labor math is undeniable – you have a mass
nursing shortage, a physician burnout crisis, a revenue cycle industry paying ten
thousands of coders to do work that language models can do faster at a fraction 
cost. The pilot studies exist. The case studies exist. The academic papers are stac
up. And yet enterprise deployment at scale keeps hitting the same wall: nobody i
health system IT or compliance wants to be the one who signed off on an autono
agent running unattended against production EHR data.

That hesitation is not irrational. It is actually pretty reasonable given what the cu
generation of agent runtimes looks like under the hood. The gap between what a
language model can do in a demo environment and what a compliance officer wi
actually allow in a live clinical setting is not primarily a capability gap. It is an
auditability gap, a containment gap, and a liability assignment gap. When a codi
agent goes sideways in a SaaS startup, you lose some data, maybe some money, an
endure a bad press cycle. When an autonomous agent operating against a health
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system’s ADT feed, billing system, and patient records does something unexpect
you are in HIPAA breach territory, potentially OCR investigation territory, and
definitely plaintiff attorney territory. The downside is categorically different. Th
asymmetry is why even health systems with the technical sophistication to deplo
these tools have been moving slowly, and why the infrastructure layer enabling s
autonomous agent deployment in healthcare has been the missing piece of the en
thesis.

This is the gap NemoClaw is trying to close. And it is worth taking seriously not
because NVIDIA says so, but because the architecture they have described actua
addresses the right problems in the right way. The team behind OpenShell came
of Gretel AI, a synthetic data and privacy infrastructure company, alongside earl
work in the NSA’s computer network operations development program. These ar
product marketing people who learned about security last year. They spent caree
thinking about exactly the failure modes that make healthcare operators nervous
lead engineers – Ali Golshan, Alex Watson, and John Myers – all came to NVIDI
the Gretel acquisition and bring a combined background that spans intelligence
community cyber defense, AWS-scale data protection infrastructure, and Air Fo
cyberspace operations. That pedigree matters when you are trying to sell safety
infrastructure to a CISO at a health system that just survived a ransomware attac

NemoClaw is an open source stack, Apache 2.0 licensed, that deploys in a single
command. That is not nothing for enterprise health tech adoption. The historica
pattern for security and compliance tooling in healthcare has been six-figure
contracts, 18-month implementation timelines, and vendor lock-in that outlasts 
underlying technology by a decade. Single-command deployment with open sour
licensing is a fundamentally different adoption curve, and the licensing terms m
enormously for startups trying to build on top of it without accumulating
infrastructure cost before they have revenue.
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The stack runs on OpenClaw by default but is explicitly model-agnostic. It wrap
OpenClaw, Claude Code, OpenAI Codex, and other coding agents without requi
any code changes on the agent side. That architectural decision is important bec
it means health tech teams already running pilots with Claude Code or Codex do
have to swap out their agent layer – they just add the governance wrapper. The
friction to adoption is minimal by design, which is probably the clearest signal t
NVIDIA is playing a volume game here rather than a proprietary lock-in game. T
want this to be the default safety runtime for the entire autonomous agent ecosy
not a premium add-on that competes with the agent frameworks.

Under the hood, NemoClaw uses OpenShell as the runtime and NVIDIA Nemotr
the default local open model. The privacy router decides where inference goes:
sensitive context stays local on Nemotron running on-device, while tasks requiri
frontier model capability route to cloud models only when policy explicitly allow
For a covered entity under HIPAA, that means you can configure the router so P
never leaves your on-prem hardware, and only de-identified or non-sensitive que
touch GPT-4o or Claude in the cloud. The policy is yours to define and enforce, 
vendor’s to promise and hope for. That distinction is the thing compliance office
care about most, because vendor promises about data handling do not satisfy OC
auditors the way documented technical controls do.

The hardware deployment surface is worth flagging specifically for healthcare.
NemoClaw runs on NVIDIA DGX Spark, DGX Station, and GeForce RTX PCs a
laptops. The DGX Spark is relevant for healthcare because it is a compact deskto
supercomputer in the sub-3,000 dollar price range that gives health systems a
dedicated on-prem inference node without a data center buildout. For a mid-ma
community hospital or a regional health system that does not have the budget or
appetite for private cloud AI infrastructure, a DGX Spark running NemoClaw is
potentially the lowest-cost path to a production-grade, HIPAA-viable autonomou
agent deployment. Community hospitals that have been priced out of enterprise 
infrastructure conversations suddenly have a viable on-ramp, which changes the
addressable market calculation for health tech builders significantly.



The thing worth dwelling on technically is the out-of-process enforcement mode
This is the design decision that distinguishes OpenShell from the current state o
guardrails in most AI agent frameworks, and understanding it is the difference
between seeing NemoClaw as marketing and seeing it as a genuine architectural
contribution.

Today’s agents mostly self-police. The guardrails live inside the agent process –
system prompts, behavioral instructions, internal classifiers. This works well eno
for a stateless chatbot where every conversation starts fresh and the agent has no
persistent access to anything. It does not work for a long-running autonomous ag
with persistent shell access, live credentials, the ability to rewrite its own tooling
hours of accumulated context running against production APIs. The attack surfa
completely different. Every prompt injection attempt against a stateless chatbot 
annoyance. Every prompt injection attempt against an agent that has been runni
six hours against your billing system and has write access to your prior authoriza
workflow is a potential catastrophic credential leak. The threat model is not the 
and pretending the same defensive approach works for both is how things go bad
wrong.

OpenShell sits between the agent and the infrastructure as a governance layer. It
enforces constraints on the environment the agent runs in rather than relying on
agent to constrain itself. Even if the agent is fully compromised by a prompt inje
or a malicious third-party skill it installed, the policy enforcement layer does no
inside the agent’s process space and therefore cannot be overridden by the agent
is the browser tab isolation model applied to AI agents – sessions are isolated an
permissions are verified by the runtime at execution time, not by the agent’s own
behavioral patterns. NVIDIA’s documentation describes it as the agent being un
to override the constraints even if compromised, which is a stronger safety claim
anything achievable with in-process guardrails.
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The sandbox handles isolated execution specifically designed for long-running, s
evolving agents. This is not generic container isolation – it is built to handle the
specific chaos that coding agents create when they install packages, learn new sk
runtime, spawn subagents, and write and execute code mid-task. The sandbox cr
isolated execution environments that agents can break without touching the hos
system. Policy updates propagate live at the sandbox scope as human approvals a
granted, with a full audit trail of every allow and deny decision. That audit trail 
a nice-to-have in healthcare – it is the artifact your compliance officer and outsid
counsel ask for when something goes wrong, and it is what OCR wants to see in 
breach investigation.

The policy engine enforces constraints across the filesystem, network, and proce
layers at the binary, destination, method, and path level. An agent can install a v
skill package but cannot execute an unreviewed binary. It can query an approved
endpoint but cannot call endpoints outside the defined allow-list. If the agent hi
constraint, it can reason about the roadblock and propose a policy update, but th
human gets final approval. In healthcare terms, this is the equivalent of the agen
escalating to a physician or compliance officer when it encounters something ou
its authorized workflow scope, rather than proceeding autonomously or failing
silently. Both of those alternatives – unauthorized autonomous action and silent
failure – are unacceptable in clinical workflows, which makes the escalation prim
more important than it might seem in other enterprise contexts.

The privacy router is the most directly relevant component for PHI management
routes inference requests based on the organization’s cost and privacy policy, no
agent’s preferences. Local open models handle tasks involving sensitive data. Fro
cloud models are available for tasks that do not involve sensitive context, or for
organizations that have Business Associate Agreements in place and have explici
configured cloud routing as permissible. The router makes this decision
programmatically based on written policy, not based on the agent dynamically
deciding whether something seems sensitive enough to handle locally. That is a
critical distinction for HIPAA compliance because the Security Rule requires
documented technical safeguards, not just behavioral ones.



Healthcare’s regulatory surface area is genuinely more complex than most indust
and it is worth being specific about why, because it shapes the requirements for 
infrastructure layer that wants to serve this market in a serious way.

HIPAA is the obvious starting point. The Privacy Rule and Security Rule create
specific requirements around PHI access, use, disclosure, and safeguards that ap
autonomous agents in ways that are not fully settled from a regulatory interpreta
standpoint. For an agent running continuously against health system data, the
relevant obligations pile up fast: access controls, audit logging, transmission secu
and the ability to produce a detailed accounting of disclosures. OpenShell’s audi
and policy enforcement layer maps directly onto several of these requirements. T
ability to demonstrate that every filesystem access, every network call, and every
process execution by an autonomous agent was evaluated against a defined policy
either allowed or denied with a logged decision is exactly what a HIPAA Security
compliance program needs to document. Covered entities and business associate
can produce that kind of granular audit record are in a meaningfully better posit
than those relying on behavioral attestations from their AI vendors.

42 CFR Part 2 covers substance use disorder treatment records and is stricter th
HIPAA in important ways that get underappreciated in health tech conversation
agent operating in behavioral health, addiction treatment, or integrated care sett
where SUD records are commingled with general medical records has to navigat
extremely strict consent and disclosure requirements that limit re-disclosure eve
between treating providers under certain circumstances. The granular network a
filesystem policy controls in OpenShell are the right technical primitive for buil
an agent that can operate against a mixed record environment without touching 
2-protected data unless explicit consent has been verified and logged. Without th
level of granular access control, a general-purpose autonomous agent operating i
integrated health system is essentially non-deployable in any workflow that touc
behavioral health data.

Why Healthcare Is the Hardest Use Cas
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State privacy laws are increasingly adding complexity on top of the federal basel
California CMIA, Texas THIPA, Washington My Health MY Data Act, and a gro
list of state-level frameworks create a patchwork of requirements that vary by pa
location and data type. An agent operating across multiple states – which describ
most enterprise health system and health tech use cases – needs policy controls
granular enough to apply different rules based on data classification and patient
domicile. NemoClaw does not solve this out of the box, but it provides the
architectural primitives to build a compliant solution on top of it. The policy en
ability to enforce different rules at the data and network level for different conte
the right foundation even if the healthcare-specific policy templates still need to
built by someone who knows the regulatory requirements.

The attack surface created by healthcare-specific agent deployments is also
meaningfully different from general enterprise contexts. Health systems are the 
targeted sector for ransomware and data breaches in the United States – HHS Offi
for Civil Rights reported over 700 large breaches affecting more than 167 million
individuals in 2024 alone. An autonomous agent with persistent access to EHR d
billing systems, and patient records is an extraordinarily attractive target for
credential harvesting, prompt injection, and supply chain attacks via malicious s
packages. The self-evolving nature of coding agents – the fact that they install ne
capabilities at runtime – makes the supply chain attack surface particularly
concerning. OpenShell’s sandbox preventing unreviewed binaries from executing
after a skill installation is not an academic security concept in this threat
environment. It is the control that prevents a compromised skill package from
becoming a data exfiltration tool with full access to your patient records.

The labor economics driving healthcare AI adoption also deserve context becaus
create the urgency that makes this conversation matter right now rather than in 
years. Healthcare is running on a staffing model that is structurally broken in wa
that cannot be fixed by training pipelines or immigration policy on any reasonab
timeline. AAMC projections from 2024 indicated a potential shortage of betwee
86,000 and 124,000 physicians by 2036. Nursing vacancy rates at health systems w
running at 15 to 20 percent post-pandemic with no clear recovery trajectory. RC



coding labor costs have escalated as offshore options have become more complex
domestic coding talent is increasingly scarce. Autonomous agents that can handl
prior authorization management, clinical documentation, denial management, an
population health analytics represent cost reduction at a scale that actually move
needle on health system operating margins, which have been running at 1 to 3 pe
at most health systems since 2022. The question has never been whether the ROI
there. It has always been whether the compliance and security infrastructure exi
deploy them safely.

The practical near-term application surface in healthcare for NemoClaw-enabled
agents clusters around a few high-value workflow categories, and it is worth bein
specific about the economics in each one because that is what the investor and b
community actually needs to evaluate the opportunity.

Prior authorization is probably the most obvious target. PA is a workflow that
requires pulling structured and unstructured clinical data, applying payer-speci
clinical criteria logic, communicating with payer APIs, and escalating to a physic
when criteria are not clearly met. It is exactly the kind of multi-step, tool-using, 
running task that autonomous agents handle well, and the compliance requirem
are defined enough that you can build a precise policy envelope around the agen
behavior. The policy engine in OpenShell can enforce that the agent only queries
approved payer endpoints, only accesses records for patients with active PA requ
and escalates rather than decides when clinical judgment is required. The econo
are significant: industry-wide PA denial rates run at roughly 6 to 8 percent, the
average cost per PA submission runs around 11 to 14 dollars depending on speci
and health systems submit hundreds of thousands to millions of PAs per year. Ev
partial automation rate at scale represents tens of millions of dollars in administ
cost reduction per large health system.

What NemoClaw Unlocks for Health Tec

Builders



Revenue cycle management more broadly – claim scrubbing, denial management
payment posting, underpayment identification – is another category where the
autonomous agent value proposition is clear and the policy envelope is well-defin
enough to build on. These workflows are data-intensive and rules-heavy, the tole
for errors is low but recoverable, and the regulatory complexity is relatively boun
compared to clinical workflows. An agent with filesystem access to claim data an
network access to clearinghouse and payer APIs can meaningfully outperform hu
coders on throughput and consistency. The OpenShell audit trail gives RCM
companies and health system CFOs a defensible answer to the question of what
happens if something goes wrong: the log shows exactly what the agent accessed
when, and under what policy authorization. That documented accountability is w
converts a skeptical CFO from viewing autonomous RCM agents as a liability to
viewing them as an auditable, controllable process.

Clinical documentation and ambient scribing represent the use case where PHI
sensitivity is highest and where the privacy router’s local inference capability is 
critical. An agent with persistent access to ambient audio, clinical notes, EHR da
and the ability to draft and submit documentation is operating against extremely
sensitive data in a workflow where errors have direct patient safety implications
routing policy that keeps PHI on local Nemotron inference and only uses cloud
models for non-sensitive tasks is not just a compliance checkbox in this context 
the feature that gets a CMIO to sign off on the deployment. The ambient
documentation market is already crowded with point solutions from companies 
Abridge, Nuance DAX, Suki, and others, but NemoClaw’s infrastructure enables
new class of deeply integrated, always-on documentation agents that can do mor
transcription – they can cross-reference prior notes, flag care gaps, and update
structured data fields autonomously within the policy envelope.

Population health analytics and care gap identification is a category where agent
the ability to run continuously against large patient datasets and surface actiona
insights represent enormous value for value-based care organizations, ACOs, and
bearing entities. The economics of value-based care depend on finding and closi
care gaps before they become expensive adverse events, and the current state of



population health tooling is largely limited to periodic batch analytics rather tha
continuous intelligent monitoring. An always-on agent that can identify a rising-
patient from a combination of ADT data, lab results, pharmacy claims, and socia
determinants data and surface a targeted intervention recommendation to a care
manager represents a qualitative improvement in what VBC programs can execu
The policy controls over which datasets the agent can query and what it can writ
back into the care management platform are exactly the governance layer that m
this deployable in a HIPAA-compliant way.

For health tech startups building in any of these categories, the Apache 2.0 licen
means the infrastructure layer for safe agent deployment is now essentially free. 
competitive moat is not owning the safety runtime – it is knowing how to configu
correctly for specific healthcare workflows, building the application layer with
genuine clinical workflow depth, and getting through the health system sales cyc
faster than the competition. That is a cleaner build thesis than trying to develop
proprietary agent governance infrastructure from scratch, and it gets to product
faster by building on infrastructure that NVIDIA, Cisco, CrowdStrike, and a lar
partner ecosystem are collectively responsible for maintaining.

Healthcare AI has been getting written off in corners of the venture community 
the past 18 months, partly because of regulatory uncertainty, partly because ente
sales cycles are brutal, and partly because several high-profile health AI compan
ran into real-world accuracy and safety problems that generated bad press and in
some cases regulatory scrutiny. The NemoClaw and OpenShell release is relevan
the investment thesis in a few specific ways worth being direct about.

First, the trust infrastructure problem – which has been the primary reason heal
system CIOs and compliance officers pump the brakes on autonomous agent
deployment – now has a credible architectural solution backed by a major platfo
vendor with enterprise relationships across the health system buyer ecosystem. T
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does not make the sales cycle shorter overnight, but it does mean that startups
building on NemoClaw have a substantively different compliance conversation t
they did before March 2026. Being able to say that an agent runs on OpenShell w
out-of-process policy enforcement, a full audit trail, and a privacy router that ke
PHI on-prem by default is categorically different from saying the system prompt
instructs the agent not to share PHI. Health system security and compliance team
know the difference, and the ones who do not will learn it when their attorneys
explain the liability exposure.

Second, the IQVIA deployment signals something important about enterprise-sc
validation. IQVIA has deployed over 150 agents across internal teams and client
environments including 19 of the top 20 pharma companies using NVIDIA Agen
Toolkit software. IQVIA’s technical sophistication and the regulatory environme
their pharma clients operate in make this a meaningful proof point rather than a
release. It is not a startup claiming enterprise-readiness in a controlled pilot – it
one of the largest health data and analytics companies in the world running
production workloads on this infrastructure in heavily regulated environments.

Third, the open source model creates a different competitive dynamic for startup
that is worth thinking through carefully. The right analogy is what happened wh
Linux became the default server OS: it collapsed infrastructure cost to essentiall
and shifted competition entirely to the application and services layer. NemoClaw
doing the same for healthcare AI agent governance infrastructure means defensi
differentiation for startups is workflow-specific product excellence and distribut
not building proprietary safety runtimes. That actually simplifies the investment
thesis because you are evaluating go-to-market strength, clinical workflow depth
team quality rather than trying to assess whether the homegrown safety infrastru
will survive regulatory scrutiny or a sophisticated red-team attack.

The areas where health tech investors should be paying close attention are the
startups building specialized agents for specific high-value healthcare workflow
this infrastructure, the companies building NemoClaw-native compliance toolin
healthcare including policy templates, audit reporting automation, BAA manage
workflows, and PHI classification layers, and the managed service providers that



offer NemoClaw-based agent deployment as a service to community hospitals an
physician groups that lack the IT capacity to run it themselves. That last categor
particularly interesting because it mirrors what happened with cloud-based EHR
deployment – the underlying infrastructure became commoditized and the value
migrated entirely to implementation, training, configuration management, and
ongoing support. The health tech MSP that builds a repeatable NemoClaw
deployment playbook for community hospital RCM automation has a real busine

The realistic concern for investors is execution timeline. NemoClaw is in early
preview as of March 2026, not production-hardened software with years of healt
deployment track record behind it. The production-grade deployment of autono
agents in live clinical settings will take time regardless of how good the underlyi
infrastructure is. Health system procurement cycles run 12 to 18 months even fo
well-understood technology categories. Implementation resources are constraine
across the health system buyer market. And the regulatory environment for heal
AI is still evolving at both the federal and state levels in ways that create genuine
uncertainty. The ONC HTI-1 final rule and CMS interoperability rules create
tailwinds for AI and automation in healthcare workflows, but ongoing OCR
enforcement​​​​​​​​​​​​​​​​.
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